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Threshold Secret Sharing Through Multivariate
Birkhoff Interpolation
Vasileios E. Markoutis, Gerasimos C. Meletiou, Aphrodite N. Veneti,
and Michael N. Vrahatis

Abstract Secret sharing schemes have been well studied and widely used in
different aspects of real life applications. The original secret sharing scheme was
proposed by Adi Shamir in 1979. A similar scheme was also invented independently
in the same year by George Blakley. Shamir’s scheme is based on Lagrange
interpolation while Blakley’s approach uses principles of hyperplane geometry. In
2007, Tamir Tassa proposed a hierarchical secret sharing scheme through univariate
Birkhoff interpolation (a generalization of Lagrangian and Hermitian interpolation).
In the contribution at hand we investigate the idea of generalizing Tassa’s scheme
through multivariate Birkhoff interpolation. We consider the problem of finding
secret sharing schemes with multilevel structures and partially ordered sets of levels
of participants. In order to ensure that our scheme meets the necessary requirements,
we use totally nonsingular matrices.
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1 Introduction
A secret sharing scheme is a methodology to distribute appropriately a piece of
information of a secret, called share, to each element of a specific set, called
participant, so that the secret can be reconstructed after the revelation of the
shares of specific subsets of the set of participants. Since these specific subsets of
participants depend on the secret sharing problem that has to be solved, a plethora
of different schemes have been proposed.
Secret sharing schemes are very important, since they are used in various significant applications including cryptographic key distribution and sharing, e-voting,
secure online auctions, information hiding as well as secure multiparty computation,
among others. Shamir in [20] and Blakley in [5] invented independently, in 1979,
the idea of secret sharing schemes. Shamir’s approach is based on Lagrange
interpolation while Blakley’s method uses principles of hyperplane geometry. Tassa
in [22] generalized Shamir’s construction for a hierarchical threshold secret sharing
scheme. His approach solves the problem of an efficient hierarchical threshold secret
sharing scheme with a totally ordered set of levels of participants and is based on
univariate Birkhoff interpolation. Birkhoff interpolation is a generalization of the
Hermite case, obtained by relaxing the requirement of consecutive derivatives at the
nodes.
In the contribution at hand we investigate the idea of generalizing Tassa’s scheme
through multivariate Birkhoff interpolation. We consider the problem of finding
secret sharing schemes with multilevel structures and partially ordered sets of levels
of participants. In order to ensure that our scheme meets the necessary requirements,
we use totally nonsingular matrices.
In Sect. 2 of the work at hand we present basic concepts and background
material related to secret sharing and threshold secret sharing schemes. Also, we
briefly describe Blakley’s scheme as well as we present Shamir’s scheme based
on Lagrange interpolation. Subsequently, in Sect. 3 we give some basic definitions
related to Birkhoff interpolation. Next, in Sect. 4 we give a brief description of
Tassa’s secret sharing scheme based on univariate Birkhoff interpolation. In Sect. 5
we detail our ideas for constructing partially ordered secret sharing schemes through
multivariate Birkhoff interpolation, we discuss the obtained results and open up
some perspectives for our future work. The chapter ends in Sect. 6 with a synopsis.

2 Secret Sharing and Threshold Secret Sharing Schemes
In this section, basic concepts and background material related to secret sharing
and threshold secret sharing schemes are given. Also, Blakley’s scheme is briefly
described. Furthermore, Shamir’s scheme based on Lagrange interpolation is
presented.
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2.1 Secret Sharing Schemes
Stinson in his survey article for secret sharing schemes [21] gives a detailed
description of the basic concepts of a secret sharing scheme.
Let P be a set of n participants that a secret is distributed to and  be the set
of subsets of P such as   2P . The set  contains every subset of participants
that should be able to compute the secret. Thus,  is called an access structure and
the subsets in  are called authorized subsets. An access structure must satisfy the
monotonicity property. Suppose that B 2  and B  C  P. Then the subset C
can determine the value of secret key K. Formally we can say that [3, 21]:
if

B2

and B  C  P ;

then C 2 :

If  is an access structure, then B 2  is a minimal authorized subset of A … 
whenever A  B. The set of minimal authorized subsets of  is denoted by 0 and
is called the basis of  .
Let D be a participant, called dealer, who does not belong to the set P. The
dealer chooses the value of the secret and distributes the shares of the secret secretly
so that no participant knows the share given to another participant. Also, let K be
the key set and S be the share set. When the dealer D wants to share a secret key
K 2 K he gives each participant a share from S .
A simple approach for the definition of a secret sharing scheme is given in [6].
Given a set of n participants and an access structure  , a secret sharing scheme for
 is a method of distributing shares to each of the participants such that:
1. Any subset of the participants in  can determine the secret.
2. Any subset of the participants that does not belong in  cannot determine the
secret.
The share of a participant refers specifically to the information that the dealer
D sends in private to the participant. If any subset of participants that does not
belong in  cannot determine any information about the secret, then the secret
sharing scheme is said to be perfect. Given a secret sharing scheme we define the
information rate  of the scheme as follows:
D

log2 jK j
:
log2 jS j

(1)

If  D 1, then the scheme is called ideal.
Remark 1. The first property implies that the shares given to an authorized subset
uniquely determine the value of the secret. Accessibility and correctness are terms
that are used alternatively to describe this property. The second property ensures
that the shares given to an unauthorized subset reveal no information as to the value
of the secret. Perfect security and privacy are terms that are used alternatively to
describe this property.

334

V.E. Markoutis et al.

The construction of a secret sharing scheme can be divided into the following three
phases:
1. Initialization phase: The dealer chooses the secret key K.
2. Secret sharing phase: The dealer shares the secret key K among the set P of
n participants giving each participant a share from S secretly.
3. Secret reconstruction phase: At a later time, a subset B of participants with
B  P will pull their shares in an attempt to recompose the secret key K.

2.2 Threshold Secret Sharing Schemes
One of the most common class of secret sharing schemes is the class of threshold
secret sharing schemes which implies that the reconstruction of the secret can be
achieved by the contribution of a minimum number of participants of the set which
we call threshold.
Threshold secret sharing schemes were initially proposed for key management
purposes. Let us recall an example from [21]:
Example 1. Assume that there is a vault in a bank that must be opened every
day. The bank employs three senior tellers, but it is not desirable to entrust the
combination to a unique person. We want to design a system whereby any two of
the three senior tellers can gain access to the vault, but no individual can do so.
According to Shamir [20] a threshold secret sharing scheme can be defined as
follows:
Definition 1. A .k; n/ threshold secret sharing scheme is a method which gives
efficient solution to the problem of the division of a piece of data K into n pieces
K1 ; K2 ; : : : ; Kn with the following two constraints:
1. K can be easily retrieved with the knowledge of k or more Ki pieces.
2. No information can be revealed about K with the knowledge of any k  1 or
fewer Ki pieces.
Remark 2. In other words, a .k; n/ threshold secret sharing scheme is a method of
sharing a secret key K among a finite set P of n participants in such a way that any
k participants can compute the value of K, but no one group of k  1 participants
can do so.
A .k; n/ threshold secret sharing scheme realizes the access structure:
A D fB  P W jBj > kg:
Such an access structure is called a threshold access structure. It is obvious that
in the case of a threshold access structure, the basis of the structure consists of all
subsets of exactly k participants.
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According to Blakley’s scheme [5, 13] the secret is a point in a k-dimensional
subspace over a finite field and the coefficients of the hyperplanes that intersect
at this point are used to construct the shares. For the implementation of a .k; n/
threshold secret sharing scheme, to each one of the n participants is given a
hyperplane equation. In order to obtain the secret, a system of linear equations
Ax D y must be solved, where the matrix A and the vector y are derived from the
hyperplane equations. When k participants come together, they can solve the system
to find the intersection point of the hyperplanes in order to obtain the secret.
As we have mentioned before, Shamir [20] constructed a threshold secret
sharing scheme using Lagrange interpolation. Also, Tassa [22] generalized Shamir’s
construction for a hierarchical threshold secret sharing scheme. His approach was
based on univariate Birkhoff interpolation which solves the problem of an efficient
hierarchical threshold secret sharing scheme with totally ordered set of levels of
participants.
In our approach we investigate the construction of secret sharing schemes with
the usage of multivariate Birkhoff interpolation. In this case, the structure that results
is multilevel but the set of levels of participants is partially ordered.
Various threshold secret sharing schemes have been applied in many fields of
information science [2] including threshold cryptography [10] and ad-hoc networks
[1] among others.

2.3 Shamir’s Scheme Through Lagrange Interpolation
As we have already mentioned, Shamir in [20] introduced the idea of a threshold
secret sharing scheme through polynomial interpolation. His idea was based on
Lagrange interpolation. More specifically, he exploited the fact that given k points
on a 2-dimensional plane .x1 ; y1 /; .x2 ; y2 /; : : : ; .xk ; yk / with distinct xi , there exists
one and only one polynomial g.x/ of k  1 degree such that g.xi / D yi for all
i D 1; 2; : : : ; k.
Thus, in order to divide and share a secret S he considered a random polynomial
g.x/ of k  1 degree as following:
g.x/ D a1 x C a2 x2 C    C ak1 xk1 C S:

(2)

A polynomial interpolating value g.xi / D yi is a share that can be given to a
participant. A set of k shares are enough to define the unique polynomial g.x/ and
obviously reveal S while k  1 or less shares do not suffice for the calculation of S.
Shamir’s .k; n/ threshold secret sharing scheme can be described by the following
algorithm:
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Algorithm 1
1. Initialization phase: The dealer chooses n distinct nonzero elements from a finite field Fq ,
fx1 ; x2 ; : : : ; xn g, and gives xi to the i-th participant pi . In other terms participant pi is identified
to the field element xi .
2. Secret sharing phase: The dealer secretly chooses k  1 elements from Fq , fa1 ; a2 ; : : : ; ak1 g,
and considers the following polynomial:
g.x/ D

k1
X

ai xi C S;

(3)

iD1

where S is the constant term of the polynomial which represents the secret. The dealer computes
the n shares yi D g.xi / and gives each share to the corresponding participant.
3. Secret reconstruction phase: A subset B of k participants fpi1 ; pi2 ; : : : ; pik g will pull their
shares and attempt to reconstruct S. Suppose that the k shares yij D g.xij /, 1 6 j 6 k are
revealed. Then, the coefficients of polynomial g.x/ can be evaluated by Lagrange interpolation.
Consequently secret S is obtained by the evaluation S D g.0/.

3 Birkhoff Interpolation
The problem of interpolating a function f W R ! R by a univariate polynomial from
the values of f and some of its derivatives on a set of sample points is one of the
main questions in Numerical Analysis and Approximation Theory [18].
Birkhoff interpolation [4, 15, 17, 19] is a generalization of Lagrange and Hermite
polynomial interpolation. It amounts to the problem of finding a polynomial f .x/ of
degree k  1 such that certain derivatives have specified values at specified points:
f .ni / .xi / D yi ;

for i D 1; 2; : : : ; k;

(4)

where the data points .xi ; yi / as well as the nonnegative integers ni are given.
Remark 3. In contrast to Lagrange and Hermite interpolation problems which are
well posed, Birkhoff interpolation problems do not always have unique solution.
Definition 2. Let X D fx1 ; x2 ; : : : ; xn g be an ordered set of real numbers such that
x1 < x2 <    < xn and I  f1; 2; : : : ; ng  f0; 1; : : : ; rg be the set of pairs .i; j/
such that the value fi;j D f .j/ .xi / is known. The problem of determining the existence
and uniqueness of a polynomial Q in RŒX of degree bounded by r such that:
8 .i; j/ 2 I ; Q.j/ .xi / D fi;j ;

(5)

is called the Birkhoff interpolation problem.
The multivariate Birkhoff interpolation problem is more complicated. A formal
definition of this problem can be given as follows [8, 14]:
Definition 3. A multivariate Birkhoff interpolation scheme, .E; Ws /, consists of
three components:
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1. A set of nodes Z :
˚ m
Z D z t tD1 D f.xt;1 ; xt;2 ; : : : ; xt;d /gm
tD1 :

(6)

2. An interpolation space Ws :
o
n
X i
ai x11 ; : : : ; xidd ;
Ws D W W W.z/ D W.x1 ; x2 ; : : : ; xd / D

(7)

i2S

where S is a lower subset of Nd0 . A subset A of Nd0 is a lower set if 0 6 jk 6 ik ,
k D 1; 2; : : : ; d and i 2 S implies that j 2 S.
3. An incidence .d C 1/-dimensional matrix E:
E D fet;˛ g;

t D 1; 2; : : : ; m ;

˛ 2 S;

(8)

where et;˛ D 0 or et;˛ D 1.
Given these components, the multivariate Birkhoff interpolation problem is, for
given real numbers ct;˛ for those t; ˛ with et;˛ D 1, to find a polynomial W 2 Ws
satisfying the interpolation conditions:
@˛1 C˛2 CC˛d
W .z t / D ct;˛ ;
@x˛1 1 @x˛2 2    @x˛d d

(9)

for those t; ˛ with et;˛ D 1.
Remark 4. The aforementioned schemes are interpolations over the real numbers.
In cryptographic applications finite fields are used and derivatives (ordinary and
partial) are replaced with formal derivatives of polynomials. Since we deal with
2
2
polynomials it is always true that @x@1 @xf 2 D @x@2 @xf 1 .

4 Tassa’s Scheme Through Univariate Birkhoff Interpolation
Tassa in [22] proposed a perfect and ideal secret sharing scheme for a multilevel
totally ordered structure. His approach is based on univariate Birkhoff interpolation.
Since Tassa’s scheme is the basis of our scheme, we detail his following definition
for a hierarchical threshold secret sharing scheme.
Definition 4. Let P be a set of n participants and assume that P is composed of
levels, i.e., P D [m
iD0 Pi where Pi \ Pj D ; for all 0 6 i < j 6 m. Let  D
fki gm
be
a
monotonically
increasing sequence of integers, 0 < k0 < k1 <    < km .
iD0
Then, the .; n/ hierarchical threshold access structure is given as follows:
n
o
ˇ

ˇ
 D B  P W ˇB \ [ijD0 Pj ˇ > ki ; 8 i 2 f0; 1; : : : ; mg :

(10)
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Algorithm 2
1. Initialization phase: The dealer chooses n distinct nonzero elements from a finite field Fq ,
fx1 ; x2 ; : : : ; xn g, and gives xi to the i-th participant pi . In other terms the dealer identifies each
participant p 2 P with an element of the field Fq . For simplicity, the field element is also
denoted by p.
2. Secret sharing phase: The dealer secretly chooses k  1 elements from Fq , fa1 ; a2 ; : : : ; ak1 g,
and considers the following polynomial:
g.x/ D

k1
X

ai xi C S;

(11)

iD1

where S is the constant term of the polynomial which represents the secret. Every participant p
of the i-th level of the hierarchy receives the share:
yD

dki1 g
dxki1

D g.ki1 / .p/;
p

where g.ki1 / .p/ is the ki1 -th formal derivative of g.x/ at x D p with k1 D 0.
3. Secret reconstruction phase: An authorized subset B of k participants will pull their shares
and attempt to reconstruct S. Then, the coefficients of polynomial g.x/ can be evaluated by
univariate Birkhoff interpolation. Consequently secret S is obtained by the evaluation S D g.0/.

A corresponding .; n/ hierarchical secret sharing scheme is a scheme that realizes
the above access structure; namely, a method of assigning each participant Pl 2 P,
with 0 6 l < n, a share .Pl / of a given secret S such that authorized subsets B 2 
may recover the secret from the shares possessed by their participants, .B/ D
f.Pl / W Pl 2 Bg, while the shares of unauthorized subsets B …  do not reveal any
information about the value of the secret.
Remark 5. For the construction of a hierarchical threshold secret sharing scheme,
Tassa used k-order derivatives and constructed shares for each level according to the
order of the derivative. In this way he ensured that the participants of an upper
hierarchically level possess more amount of information to their share than the
participants of a lower level. The calculation of the polynomial coefficients during
the secret reconstruction phase was based on the univariate Birkhoff interpolation.
Tassa’s .; n/ hierarchical threshold secret sharing scheme with  D fki gm
iD0 and
k D km can be described by the following algorithm:

5 The Proposed Approach
As we have already mentioned, in our approach we investigate the construction of
secret sharing schemes with the usage of multivariate Birkhoff interpolation. In this
case, the structure that results is multilevel but the set of levels of participants is
partially ordered. In Tassa’s scheme, the shares of two participants pa and pb of
different levels have, by necessity, at least one of the following two properties:
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(a) The share of pa can substitute the share of pb .
(b) The share of pb can substitute the share of pa .
In our case this is not always true due to the partial order of the levels of participants
and this is the main difference with Tassa’s scheme.
We illustrate our ideas through some examples and we propose a construction
for the simple linear case of a threshold multilevel partially ordered secret sharing
scheme. However, a generalized case of a partially ordered set should be an object
of a much more complicated effort. At this point, it must be noted that a partially
ordered secret sharing scheme is not hierarchical, since a hierarchical structure
presupposes a totally ordered set of participants [11, 12].

5.1 The Main Idea of Our Approach
We consider the multivariate polynomial g.x1 ; x2 ; : : : ; xd / with coefficients from
a finite field. The constant term of the polynomial denotes the secret S, that is
g.0; 0; : : : ; 0/ D S. Some participants receive shares of the following form:
yt D g.x t;1 ; x t;2 ; : : : ; x t;d / D g.z t /;
and they consist of the (top) level P0 (the d-tuples are nodes as they are described in
Definition 3). Some participants receive shares of the form @x@1 g.z t / and they belong
to the level P1 . In a similar way we define P2 ; P3 ; : : : The level P1;1 is related
@2
to the shares of the form @x
2 g.z t / while the level P1;2 is related to the shares of the
2

1
2

2

form @x@1 @x2 g.z t /. Since @x@1 @x2 g.z t / D @x@2 @x1 g.z t /, the level P1;2 coincides with the
level P2;1 . Thus, an ordered set of levels is derived which have the form Pj1 ;j2 ;:::;jn .
For d D 2 and d D 3 the obtained multilevel structures are exhibited in Figs. 1
and 2, respectively.

Fig. 1 The structure of a secret sharing scheme that can be constructed from a polynomial g.x1 ; x2 /
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Fig. 2 The structure of a secret sharing scheme that can be constructed from a polynomial
g.x1 ; x2 ; x3 /
Table 1 The distributed
shares for the participants of
the scheme that can be
constructed from the
polynomial g1

Level of participant
P0

Type of share
g1 .x1 ; x2 / D a1 x21 C a2 x22 C a3 x1 x2 C S

P1

@g1
@x1

D 2a1 x1 C a3 x2

P2

@g1
@x2

D 2a2 x2 C a3 x1

P1;1

@ 2 g1
@x21

P1;2

@ 2 g1
@x1 @x2

P2;2

@2 g

1

@x22

D 2a1
D a3

D 2a2

Remark 6. In order to reconstruct S from the shares we have to tackle the
multivariate Birkhoff interpolation problem. The set of levels is a partially ordered
set, namely an upper semilattice. The level P is “greater” (or “higher”) than the level
Q, P  Q means that a participant from P can replace a participant from Q.
The main idea of our approach is illustrated in the following examples.

5.2 Illustrative Examples
We consider the following polynomial:
g1 .x1 ; x2 / D a1 x21 C a2 x22 C a3 x1 x2 C S:

(12)

By taking the first-order partial derivatives of the polynomial g1 we get the
polynomials that give the shares of the Pi , i D 1; 2 level participants. Subsequently,
by taking the second-order partial order derivatives we get the values of the shares
of the Pi;j , i; j D 1; 2 level participants. The shares that are distributed to the
participants are exhibited in Table 1 while the consequent structure is the same as
exhibited in Fig. 1.
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Working in the same manner, we are able to construct a plethora of structures
that represent the hierarchical relationship between participants in a secret sharing
scheme. For example, we consider the following polynomial:
g2 .x1 ; x2 ; x3 / D a1 x1 x2 C a2 x2 x3 C a3 x1 x3 C S:

(13)

The partial derivatives of the polynomial g2 are used as the distributed shares of
Table 2. The structure of the resulted secret sharing scheme is exhibited in Fig. 3.
Next, we present two additional illustrative examples by considering the polynomials:
g3 .x1 ; x2 ; x3 / D .x21 C x22 C x23 / C a1 x1 C a2 x2 C a3 x3 C S;

(14)

and
g4 .x1 ; x2 / D ax31 C bx21 C cx1 C ax22 C dx2 C S:

(15)

Table 2 The distributed shares for the participants of the scheme that
can be constructed from the polynomial g2
Level of participant
P0

Type of share
g2 .x1 ; x2 ; x3 / D a1 x1 x2 C a2 x2 x3 C a3 x1 x3 C S

P1

@g2
@x1

D a1 x2 C a3 x3

P2

@g2
@x2

D a1 x1 C a2 x3

P3

@2 g

D a2 x2 C a3 x1

2

@x3

@2 g

P1;2

@x1 @x2

D a1

P2;3

@ 2 g2
@x2 @x3

D a2

@2 g

D a3

P1;3

2

2

@x1 @x3

Fig. 3 The structure of a secret sharing scheme that can be constructed from the polynomial g2
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Table 3 The distributed shares for the participants that can be constructed from the
polynomial g3
Level of participant
P0

Type of share
g3 .x1 ; x2 ; x3 / D .x21 C x22 C x23 / C a1 x1 C a2 x2 C a3 x3 C S

P1

@g3
@x1

D 2x1 C a1

P2

@g3
@x2

D 2x2 C a2

P3

@g3
@x3

D 2x3 C a3

Pxx D P1;1 D P2;2 D P3;3

@ 2 g3
@x21

D

@ 2 g3
@x22

D

@ 2 g3
@x23

D 2

Table 4 The distributed shares for the participants that can be constructed
from the polynomial g4
Level of participant
P0
P1
P11

Type of share
g4 .x1 ; x2 / D ax31 C bx21 C cx1 C ax22 C dx2 C S
@g4
@x1

@2 g

D 3ax21 C 2bx1 C c
4

@x21

P2

@g4
@x2

P 0 D P1;1;1 D P2;2

@3 g

D 6ax1 C 2b
D 2ax2 C d

4

@x31

D3

@ 2 g4
@x22

D 6a

Fig. 4 The structure of a secret sharing scheme that can be constructed from the polynomial g3

In Tables 3 and 4 we present, respectively, the shares that are distributed to the
participants. The corresponding structures are exhibited in Figs. 4 and 5.

5.3 The Linear Polynomial Case
In this subsection we present a threshold .n C 1/-level partially ordered secret
sharing scheme. To this end, we consider the scheme that is derived from an
n-variable linear polynomial of the following form:
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Fig. 5 The structure of a secret sharing scheme that can be constructed from the polynomial g4

Fig. 6 The structure of a partially ordered .; 2n C 1/ threshold secret sharing scheme with  D
.1; n C 1/

g.x1 ; x2 ; : : : ; xn / D a1 x1 C a2 x2 C    C an xn C S;

(16)

where a1 ; a2 ; : : : ; an are the coefficients of the polynomial g and S is the constant
term of the polynomial that represents the secret key. The partial order which is
defined has the structure exhibited in Fig. 6.
The information piece (share) for participants from P0 is unique. Therefore,
without loss of generality we assume that Pj has exactly one participant jPj j D 1.
Also, without loss of generality we assume that P0 contains n C 1 participants,
which determines the minimal number for reconstructing the secret S.
The specific structure has two important properties:
(a) None of the participants of a level Pj , j ¤ 0 can replace a participant of a level
Pi , i ¤ 0; j. Thus, we say that we have a partially ordered structure.
(b) Participants of the level P0 can replace whichever participant of the structure
such that an authorized subset can be constructed.
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The following algorithm describes the corresponding secret sharing scheme:
Algorithm 3
1. Initialization phase: The dealer selects the following polynomial:
g.x1 ; x2 ; : : : ; xn / D a1 x1 C a2 x2 C    C an xn C S;

(17)

where ai are elements that are chosen randomly from a finite field Fq and q is a large prime
power. The participants are
 identified by the
 dealer so that each participant from P0 is
identified with the n-tuple x1;k ; x2;k ; : : : ; xn;k 2 Fnq after a suitable selection of the xi;k and
each participant from Pj , 1 6 j 6 n is identified with the index j.
2. Secret sharing phase: The dealer distributes the shares so that each participant from P0
receives the value:
yk D g.x1;k ; x2;k ; : : : ; xn;k / 2 Fq ;

(18)

and each participant from Pj receives the value:
aj D

@g
:
@xj

(19)

3. Secret reconstruction phase: A subset B of participants will pull their shares and attempt to
reconstruct S. This can be done by solving a system of linear equations. The unknowns are the
coefficients ai as well as the element S. The participants from P0 will pull their equation:
yk D

n
X

ai xi;k C S:

(20)

iD1

The participants from Pj , 1 6 j 6 n will pull the value:
aj D

@g
:
@xj

(21)

If the xi;k with 1 6 i 6 n and 1 6 k 6 n C 1 are suitably chosen from a finite field, then a
unique solution exists for S if B is an authorized subset, jBj > n C 1.

Next, we define a class of matrices on which our scheme is based.
Definition 5. An n  n matrix is called a principally nonsingular matrix if every
principal submatrix is nonsingular. Also, an n  n matrix is said to be a totally
nonsingular matrix if all its square submatrices are nonsingular.
Remark 7. This class of matrices contains the totally negative matrices, whose the
determinant of the corresponding minors is strictly negative, and the totally positive
matrices whose the determinant of the corresponding minors is strictly positive. If
we allow the existence of null minors, these classes can be extended to the totally
nonpositive matrices as well as to the totally nonnegative matrices.
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The following theorem gives necessary and sufficient conditions for accessibility
and perfect security of the scheme:
Theorem 1. Consider the following .n C 1/  .n C 1/ matrix:
0

x1;1

B
B x1;2
B
B :
X1 D B
B ::
B
B x1;n
@

x2;1



xn;1

x2;2
::
:


::
:

xn;2
::
:

x2;n



xn;n

1

1

C
1C
C
:: C
C
:C :
C
1C
A

(22)

x1;nC1 x2;nC1    xn;nC1 1
Then, the accessibility and perfect security are satisfied iff the matrix X1 is totally
nonsingular.
Proof. Let us denote by X the following matrix:
0

x1;1

B
B x1;2
B
B :
XDB
B ::
B
B x1;n
@

x2;1



xn;1

x2;2
::
:


::
:

xn;2
::
:

x2;n



xn;n

1
C
C
C
C
C:
C
C
C
A

(23)

x1;nC1 x2;nC1    xn;nC1
We consider the following cases:
Case 1: All participants belong to the level P0 .
According to the assumptions of the theorem all the rows of X and X1 are linearly
independent. Retrieving the secret S amounts to the solution of the following system:
n
X

ai xi;j C S D yj ;

j D 1; 2; : : : ; n C 1:

(24)

iD1

The matrix X1 is the coefficient matrix of the system and the elements
a1 ; a2 ; : : : ; an ; S are the unknowns. The condition det.X1 / ¤ 0 implies existence
of a unique solution and the secret S can be retrieved. Thus, the accessibility is
satisfied.
Let B be a set of participants with jBj D n. It corresponds to a set of n rows of
X, namely f.x1;jk ; x2;jk ; : : : ; xn;jk /g, k D 1; 2; : : : ; n. The unknown S can be treated as
a parameter. For any randomly chosen value S0 of S we derive the following linear
system:
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n
X

ai xi;jk D yjk  S0 ;

k D 1; 2; : : : ; n:

(25)

iD1

Its coefficient matrix is an n  n minor of X. According to the assumptions it has
exactly one solution for all S0 , therefore no information can be revealed about S.
Thus, the perfect security is satisfied.
For a set B of m participants, jBj D m 6 n the same technique can be used. The
corresponding set of rows of X is f.x1;jk ; x2;jk ; : : : ; xn;jk /g, k D 1; 2; : : : ; m, which
are linearly independent due to the assumption. The following linear system of m
equations:
n
X

ai xi;jk D yjk  S0 ;

k D 1; 2; : : : ; m;

(26)

iD1

has exactly qnm solutions (where q is the cardinality of the finite field Fq ) and no
information can be obtained about S.
For the inverse part of the proof, let us assume that the conditions of accessibility
and perfect security are satisfied. On the contrary, assume that det.X1 / D 0. Also,
let us assume that the linear system (24) has more than one solutions and a unique
value can be found for the unknown S, which is possible. This implies that at least
one of the equations of the system (24) can be removed and that n or less than n
participants can reveal the secret S, which is a contradiction to the assumption of
perfect security. Therefore, the rows of X1 are linearly independent.
Again, on the contrary, assume that m rows of X, m < n C 1 are linearly
dependent, namely the rows f.x1;jk ; x2;jk ; : : : ; xn;jk /g, k D 1; 2; : : : ; m. However the
corresponding rows f.x1;jk ; x2;jk ; : : : ; xn;jk 1 ; 1/g, k D 1; 2; : : : ; m of X1 are linearly
independent and S can be retrieved from m participants which is a contradiction to
the assumption of perfect security.
We conclude that matrix X1 is invertible and that all submatrices n  n minors
of X are invertible.
Case 2: Some of the participants belong to the levels P1 ; P2 ; : : : ; Pn .
This case can be treated as the Case 1. Assume that r participants, r 6 n, belong
to the levels Pt1 ; Pt2 ; : : : ; Ptr , where ft1 ; t2 ; : : : ; tr g  f1; 2; : : : ; ng and that the
remaining n C 1  r participants belong to the level P0 . The share of the participant
of the level Ptl , 1 6 l 6 r, is atl D @x@gt and the tl -th column has to be deleted from
l
the matrix X1 . The new obtained matrix X10 has n C 1  r rows corresponding to
the n C 1  r participants from P0 , and n C 1  r columns after the deletion of r
columns. The new matrix X 0 is .n C 1  r/  .n  r/. The rest of the proof is similar
to the Case 1.
Thus the theorem is proved.
t
u
Remark 8. Obviously, the scheme is also ideal, since every participant receives a
field element, just like the secret.
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Remark 9. For the implementation of the scheme a totally nonsingular matrix is
required which can be obtained from a totally positive matrix [7] over the reals. The
well-known Hilbert matrix:
0
1
1
1
1

B
2
n C
B
C
B1
1 C
1
B
C

B
C
B
C;
2
3
n
C
1
(27)
HDB
:: C
::
::
B ::
C
:
B:
: C
:
B
C
@1
1 A
1

n nC1
2n  1
is totally positive [16]. Also, totally nonsingular matrices can be derived from the
Vandermonde matrix under specific conditions [9].
Next, we present an illustrative example. To this end, we consider the structure
exhibited in Fig. 7 with which we represent a .; 7/ four-level threshold partially
ordered secret sharing scheme with  D .1; 4/. In order to construct the scheme we
use the Hilbert matrix. For this case the corresponding algorithm of our approach is
the following:

5.4 Perspectives for Future Work
Multivariate Birkhoff interpolation over large degree polynomials is a challenge
to build multilevel threshold secret sharing schemes with partially ordered sets of
levels. The ordered set, exhibited in Fig. 8, represents the structure of a multilevel
partially ordered threshold secret scheme.
Observing this special structure a general question has to be answered: Given a
scheme with a partially ordered set of levels as above, is it always feasible to find a
multivariate polynomial, such that the order is derived from the polynomial ?
Fig. 7 The structure of a
partially ordered .; t/
four-level threshold secret
sharing scheme with
 D .1; 4/
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Algorithm 4
1. Initialization phase: The dealer selects a polynomial of the form:
g.x1 ; x2 ; x3 / D

3
X

ai xi C S;

(28)

iD1

where ai are chosen randomly over a finite field Fq . Let us assume that a1 D 2, a2 D 4, a3 D 5
and q D 11. Suppose further that the secret S is 8. Participants are identified by the dealer so
that each participant from P0 is identified with the first 3 elements of a row of the 4  4 matrix
which has been resulted after the transformation, with row multiplication, of the last column of
the 4  4 Hilbert matrix to a vector of ones, and each participant from Pj , 1 6 j 6 3 with the
index j.
2. Secret sharing phase: The dealer distributes the shares so that each participant from P0
receives the value:
yk D g.x1;k ; x2;k ; x3;k / 2 F11 ;

(29)

and each participant from Pj receives the value:
aj D

@g
:
@xj

(30)

The distributed shares are shown in Table 5.
3. Secret reconstruction phase: Suppose now that we have an authorized set which consists of
2 participants of the level P0 and 2 participants of the levels Pj , 1 6 j 6 3. For example we
assume that we have the subset fp10 ; p30 ; p1 ; p2 g. Since p1 ; p2 are elements of the specific subset,
a1 and a2 are the coefficients that we can obtain directly. Due to the presence of participants p10
and p30 in the set, we obtain the following linear system:
a1 x1;1 C a2 x2;1 C a3 x3;1 C S D y1 ;
a1 x1;3 C a2 x2;3 C a3 x3;3 C S D y3 ;
a1 D 2;
a2 D 4:
By substituting xi;k with the corresponding elements of the transformed Hilbert and yj with the
values of the shares, we rewrite the system as follows:
4a1 C 2a2 C 5a3 C S D 5;
2a1 C 7a2 C 10a3 C S D 2;
a1 D 2;
a2 D 4:
By computing the inverses over finite field F11 we finally get S D 8 which is the correct value.
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Table 5 The distributed
shares for the participants of
the scheme of Fig. 7

Participant
p10
p20
p30
p40
p1
p2
p3
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Value of share
5
3
2
9
2
4
5

Fig. 8 The structure of a partially ordered threshold secret sharing scheme

6 Synopsis
In the work at hand, we investigated the adaptation of multivariate Birkhoff interpolation problem for the construction simple secret sharing schemes. The resulted
structures consist of partially ordered levels of participants. For a simple linear
polynomial with n variables, the secret sharing scheme that can be constructed is
perfect with the usage of totally nonsingular matrices which ensure both correctness
and perfect security.
Finally we posed the analogous generalized problem, which implies the construction of specific structures with polynomials through the multivariate Birkhoff
interpolation problem.
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